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Your Life

HOW THEY
TRACKYOU

Companies and others are

reqularly gathering information
about you, whether you're at the
store, in your car or even at home

BY LANCE WHITNEY

ou can assume that most tasks

you perform on a phone or com-

puter—pay a bill, send a photo,

share a joke or buy a gift—are
recorded by some business or organiza-
tion. But the tracking of your information
doesn’t end there. Your phone might be
silently transmitting your location. Your
debit or credit card swipes will mark what
you bought and where you bought it. Your
alarm system keeps records of when you
lock your doors.

Most of this is done legally, and with good
intentions. As companies collect more data
about you and your preferences, they pre-
sumably can deliver more personalized
information and experiences. Some data
collection is merely a function of a prod-
uct itself; a fitness tracker that can’t locate
you can't record how many miles you ran
today, for example.

Understanding how your data gets col-
lected can help you take more control of
your privacy. Here's a look at situations in
daily life in which you may be sharing per-
sonal information without realizing it.

Lance Whitney has written for Time, CNET and
PC Magazine. He's also the author of tech books.
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When you activate an Amazon Echo or Google
Home speaker by voice, those companies record
what you utter. Doc Searls, editor in chief at
Linux Journal, calls smart speakers “a porsonal
data fire hose squirting from your house.”

WATCHING TV

Some smart TVs can collect your view-
ing data and other information. New
models typically ask your permission
first, but it's not always easy to under-
stand what you're agreeing to. If you
have an older set, it may be tracking
you by default—you‘d have to opt out.

light bulbs, light switches, door locks and more can be
controlled from a phone or remote device. “The fact
that everyday household products are now connected
to the internet presents new privacy and data secu-
rity challenges,” says Sam Lester, consumer privacy
fellow for the Electronic Privacy Information Center
Transmitted data can indicate whether you are hom..
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RESEARCHING |
Businesses like 23andMe and Ancestry
.com promise to reveal your genetic rela-
tives based on the DNA from a saliva sam-
ple. But who's able to peek at that data?
Recent criminal cases reveal that police
are working with such services to gather
information for investigations.
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Pacemakers, defibrillators
1 and other medical devices  } [ ]
are now often connected to {
your doctor or hospital, trans- W
mitting medical information. '

|
AT A COFFEEHOUSE
Beware of eavesdroppers on : ‘
free Wi-Fi networks. “The per- -
son next to you could be using
a tool called a packet sniffer to
see what data you're sending to
the websites you visit,” says Ray
Klump, professor and chair of
computer science and mathe-
matics at Lewis University.

SHOPPING AT A STORE

Those cards that get you discounts

at stores and restaurants and other
businesses are used to track your

name, address and what you buy. '

GETTING YOUR ’
Got a problem with your computer? The repair
team at that big-box store can help. But recent

revealed that employees at Best
were paid by the FBI to notify them of possible
illegal content on customers’ computers.
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who uses the car afterward
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driving with a device

installed in your car's menus ard see what calls |
car that trans- you made. znd they may even
mits data.

be able to find out your contact
list.” Klump says.

“If you go to the library and use
a public internet kiosk there and
forget to log out, the data you

saved and the websites you vis-
ited will be available to the next

person,” KiumE says. Browsers ey
a setting through which

you can clear your history,

Your phone’s location service tracks you and
may share that data with certain apps. Says Jeff

The fitness tracker on Wilbur, technical director of the Online Trust Al-
your wrist collects data on liance: “We love the benefit of our smartphones
your workouts, exercise as GPS or to utilize ride-sharing or similar loca-
routines and location. That tion-based services, but by default those apps
information is shared with track and log a tremendous amount about your

location history.” Also, surveillance cameras are
increasingly used in public places, to aid police
investigations or monitor for suspicious activity.

Browser, prevent snoopers | Bewarywhenusingapps. | don‘t post your path on
from seeing the sites you Many ask for access to your | Facebook, even for brag-
visit and stop websites contacts, photos and other | ging rights, because then
from tracking you. information. Decline first people see very clearly
: and see how the app runs where you live and when
Search anonymously. without sharing that info. you're away,” says Ray
Search as Klump, professor of
Don't share your location. computer science and
“If you go for a walk that mathematics at Lewis




